
UNITED STATES DISTRICT COURT 
EASTERN DISTRICT OF VIRGINIA 

ALEXANDRIA DIVISION 

MICROSOFT CORPORATION, 

Plaintiff, 

v. 

ARIAN YADEGARNIA, RICKY YUEN, and 
PHAT PHUNG TAN. 

Defendants. 

Case No. 1:24-cv-2323 

[PROPOSED] ORDER GRANTING PLAINTIFF MICROSOFT CORPORATION’S 
MOTION FOR DEFAULT JUDGMENT  

Before the Court is Plaintiff Microsoft Corporation’s Rule 55(b) motion against 

Defendants Arian Yadegarnia (Yadegarnia), Ricky Yuen (Yuen); and Phát Phùng Tấn 

(collectively “Defaulting Defendants”). Good cause having been shown, Microsoft Corporation’s 

Motion is HEREBY GRANTED and judgment for Microsoft Corporation against Defaulting 

Defendants is HEREBY ENTERED as follows:  

Judgment for Microsoft Corporation against Yadegarnia, Yuen, and Tấn is entered on 

Microsoft’s First, Second, Third, Fourth, Fifth, Sixth, and Seventh causes of action. 

Yadegarnia, Yuen, and Tấn and their representatives, officers, agents, directors, affiliates, 

servants, employees, and all persons acting in concert or participation with them, including 

employees and independent contractors, ARE HEREBY PERMANENTLY ENJOINED

from:  

(1) accessing without authorization the computers or software comprising Microsoft’s 

Azure OpenAI Service 
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(2) sending malicious code to configure, deploy or operate the Azure Abuse Enterprise, 

(3) generating and sending harmful images bearing false indicia of sponsorship or 

approval by Microsoft; and  

(4) stealing information, money, or property from Plaintiff or Plaintiff’s customers. 

IT IS FURTHER ORDERED that, with respect to the registered Internet domain 

“aitism.net” used by Defendants to conduct the Azure Abuse Enterprise, the relevant Registry 

shall take the following actions: 

A. Prevent transfer or modification of the domain to the Defendants;  

B. Maintain unchanged the WHOIS or similar contact and identifying information as 

of the time of receipt of this Order and maintain the domains with the current registrar; and 

C. Continue to direct traffic to the domain to secure servers identified by Microsoft 

as may be necessary. 

 IT IS SO ORDERED. 

DATED:                                                          ________  

Hon. Michael S. Nachmanoff 
              United States District Judge 
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